Conflict between Privacy and IT-Security
A certain user acted on his own account (pseudonyms for audit ID and real user ID are identical) and refered somewhere, sometime, somehow an own file (subject ID´s and object owner ID are identical) Pseudonymisation of audit records should cover:
-All user ID´s -Location ID´s -Conditionally subdirectories and objects
Pseudonymisation techniques
• Reference pseudonyms
• Cryptographic pseudonyms -Operational separation of duties through:
symmetric encryption with key k = k1 + k2, k1 is kept by security admin, k2 is kept by data protetcion officer -Encryption keys should be changed after certain time intervals to prevent reidentification
